
Definitions
It is important to define key terms related to information security such as nonpublic information (NPI)*, confidential 
information, incident and data breach, malware, viruses or similar harmful function and design vulnerabilities. 

It’s also important to consider that these terms are defined under state and federal law – i.e. Dodd-Frank Wall Street 
Reform and Consumer Protection Act (Pub.L. 111-203, H.R. 4173), commonly known as Dodd-Frank, and the 
Gramm-Leach-Bliley Act of 1999, referred to as GLBA –  and also within state and federal regulatory guidance for 
managing these risks. 
*Note that NPI under GLBA is not the same thing as personally identifiable information (PII) under the National Institute of Standards  
and Technology.

YES

¨
NO

¨

Performance
It is important to describe not only who will do what services, but also what parts of the vendor’s product and 
services raise information security risks. Consider the following:

x How will you share information?

x  Does the vendor need permission to use certain information? Where will services be performed? Where will 
products be produced?

x Who will own data, information and analytics created during the contract term?

YES

¨
NO

¨

Security Program
It is important to require vendor controls and assurances to establish and maintain security programs that protect 
confidentiality and the integrity of data. This may include obligations related to compliance with applicable laws or 
regulatory requirements, personal controls, software management and infrastructure maintenance, and threat and 
vulnerability management. 

Specifics of an information security program typically include diagrams, firewalls, intrusion detection systems, change 
management, business continuity, system-administration access control, customer and employee access control, 
access to confidential information, human-perceptible forms, encryption and operating system baselines. 

Also, does the vendor need to comply with any policies and security requirements or procedures that you have 
adopted to safeguard private information of consumers through the transactions? This may include hosting services 
security requirements, a supplier code of conduct, any other security controls, and business continuity or compliance 
requirements. Service Organization Control (SOC) 2 reports will likely be necessary if the title company has lender 
clients. Even when such clients are not under contract with the title company, the lender may still request an SOC 2 
report as part of their annual due diligence.

YES

¨
NO

¨

Termination
A breach of cybersecurity obligations is defined as a material breach with right to terminate. Any acts, omissions or 
conditions related to a breach will give either party the right to terminate the agreement. Consider whether you will 
need a transition plan to transfer data and services to another vendor or back to you.

YES

¨
NO

¨

Representations and Warranties
It is important to have both parties represent and warrant that they are validly formed and legally able to enter into 
the current agreement and that no other agreements prevent them from doing so. If you are purchasing vendor 
technology, you will also want to consider having the vendor verify or give warranties for the following:

¨ All licenses and certifications required by law

¨  All rights to provide the product, software, data, information and content necessary to perform the services

¨  No recent security breaches and no known threats or pending events that might give risk to such a claim

¨  No regulatory actions or litigation likely to give rise to an action of noncompliance

¨  All procedures for handling information and storing data

¨  Only qualified personnel will maintain the information security program

¨  Limited Performance warranty

In cooperation with business, legal and IT, technology managers may want to consider the following 
contractual provisions related to data and cybersecurity in eClosing vendor contracts:
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Risk Allocation to Mitigate Financial Exposure
Who is liable for what, and for how much? While no one can contemplate everything that may happen, it’s important 
in a contract to set out who will be liable for a breach of data security, including customer and consumer NPI. 
Typically, each party bears the burden of its own negligence, willful misconduct or failures in its own technology. It’s 
also typical to attempt to set limits on liability by excluding certain types of damages (e.g., indirect, consequential, 
punitive) and by adding caps at certain dollar amounts.

YES

¨
NO

¨

Indemnification Provisions
In addition to considering general indemnity provisions, consider the costs associated with the loss of information 
(e.g. investigation, credit reporting, specific actions by regulators and government agencies, and litigation expenses). 

YES

¨
NO

¨

Reporting and Handling a Security Breach of NPI
If nonpublic information of borrowers will be transmitted over the Internet or through a vendor application, it is in 
everyone’s interest to require security breach procedures. This section should set forth the following: 

¨ Define the breach or incident.

¨  Allocate liability by defining what each party is responsible for; what happens if either party fails in this duty and 
a breach occurs, and how remediation and costs will be allocated in event of a breach.

¨  Define the timing, content and method of notice delivery in the event of a breach.

¨  Consider contract clauses that decrease the amount of time required for detection so breaches can be stopped 
before they do significant harm.

¨  Determine who will have the right to control the defense, select counsel and make settlement decisions in the 
event that lawsuits or claims arise.

Cyber-Risk Insurance
It is important to require cyber-risk insurance in the contract in order to mitigate financial exposure. You may want to 
consider whether insurance will provide coverage for third-party breaches. 

YES

¨
NO

¨

Confidentiality Agreement – Reasonable provisions may include: 
¨  Limited data retention and data destruction provisions for personal and confidential information. As an example: 

all policies and programs required by the parties to the agreement, including how each party will collect, 
use, share, store, communicate, return, destroy and handle consumer information, and what is confidential 
information and what is not.

¨  Agreement to maintain the confidentiality of customer information, except as permitted by law

¨  Use of customer information only for the purposes for which it was disclosed

¨  Protection of customer information by the title company and any of its service providers

¨  Cooperation with the bank to allow audits of customer information

¨ Exceptions for information that is publicly available

¨ Exceptions for disclosure as required by law

Monitor and Audit Vendor Performance
It is important to agree to audit and monitor provisions to ensure that appropriate remediation, programs and 
procedures exist to adequately protect the relationship and performance as agreed to under the contract.

YES

¨
NO

¨

Remediation
Review specific performance of cybersecurity covenants, incidental and consequential damages disclaimer as relates 
to security breach, and elements of loss that are compensable as damages.

YES

¨
NO

¨

Business Continuity
Implement retention and back up requirements for disaster recovery, identify key personnel with security roles, 
access vendor’s continuity plan and incident plan, force majeure.

YES

¨
NO

¨

Assignment and Change in Control 
Consider what happens if your business or your vendor’s business changes. Conduct a review of systems and 
controls for new entity.

YES

¨
NO

¨

Subcontracting
Pay attention to third-party storage providers or services. How are relationships monitored? How is  
information protected?

YES

¨
NO

¨

Software
Specific performance of cybersecurity covenants; incidental and consequential damages disclaimer as relates to 
security breach; elements of loss that are compensable as damages.

¨  Support and maintenance includes monitoring and remediation of vulnerabilities

¨ Regularly report threats to service and information

¨  Upgrades and updates including new activation keys within reasonable time.

This material is provided for informational/instructional purposes only and does not constitute the giving of legal advice or establish an attorney-client relationship. Stewart makes no express or implied 
warranties with regard to and shall have no liability for any errors or omissions or for the results of the use of such material. You should not assume that this information is error-free or that it will be suitable 
for the particular purpose that you have in mind. It is not intended to direct your closing practices or to change the provisions of Stewart’s underwriting agreements. Escrow and settlement services are 
outside the scope of Stewart’s agency contracts. You should seek the advice of your own legal counsel in making all decisions pertaining to escrow and closing matters under state and federal law.
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