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TitleWorkPlace Security Statement 
 

 
PropertyInfo Corporation (PIC) considers the security of our clients' data to be of the utmost 
importance and works hard to protect it. We have coupled modern technology with strict security 
policies and procedures, all designed for one purpose: to protect the private information of our 
customers against all types of loss and intrusion. The security program involves a number of 
different components, including security reviews throughout the software development lifecycle, 
encryption of data transmitted over the Internet, hardware and software security, and physical 
security of servers and databases. This combination of sound procedures and top quality 
technology creates a secure environment for our clients' data.  
 
Physical Security 
Your applications and data are hosted on highly available and redundant equipment in our data 
centers.  Our hosting sites are monitored by security personnel 24x7, every day of the year.  
Access to servers at our data centers requires multiple levels of authentication per industry 
standard physical security practices.   
 
PIC and the applications provided through TitleWorkPlace are currently located in a SAS-70 
certified secure facility, and we continuously try to improve and evaluate our products and 
processes in regards to industry standard security practices. 
 
Data Security and Client Information Confidentiality 
All data transmitted between the customer’s browser and the ASP servers is protected with high-
level 128-bit SSL encryption, which is the recognized standard for protection of data transmitted 
over the Internet. Our servers will refuse a connection from any computer using browser software 
that does not support SSL encryption.  Visit http://www.rsasecurity.com/ for more information on 
SSL encryption.   
 
Environment Stability and Integrity 
Firewall Management is critical to the protection of data.  TitleWorkPlace servers use industry 
standard firewall technologies as protection from outside attacks.  In addition, TitleWorkPlace 
leverages intrusion detection measures to better protect and secure its servers.  All security 
services are maintained and monitored on a regular basis by the staff of PIC and Stewart 
Professional Services, ITS Division. 
 
Antivirus packages are updated on a continuing basis at TitleWorkPlace protecting our servers 
and our customers from assaults by computer viruses.   
 
As soon as a vendor releases a patch, PIC assesses the risk to the environment based on threat 
likelihood (the probability that vulnerability could be exercised/executed) and threat impact (the 
effect to TitleWorkPlace resulting from a successful exploitation of the vulnerability).  Patches are 
tested in multiple environments before being installed on production systems. 
   
PIC has established procedures for data backup and recovery. These procedures are tested and 
validated to protect against loss of data in the event of a system failure.  Data is backed up and 
stored in an off-site fire-proof facility as well as replicated to a failover site. 
 
PIC’s TitleWorkPlace ASP systems are designed for maximum dependability and "up time" 
through use of redundant server clusters, RAID storage techniques; redundant communications 
circuits and back-up generator power supplies. 
 


